
Monitoring and SentinelAgent:  A Tool for Actionable Intelligence

“He uses statistics the way a drunken man uses a lamppost:  for support rather than for 
illumination” – Andrew Lang

It has been said that you can’t manage what you can’t (or don’t) measure.  It is equally true that you can’t measure 
what you can’t (or don’t) monitor.  What this implies of course is that by not measuring the size, the performance, 
or the quality of the given product or process, you have no way of knowing if it is as large, as fast or as high as it is 
supposed to be.  More to the point, you will have no way to judge whether or not what you have is what you wanted 
and how to recalibrate the system if it isn’t.

Whether you are measuring to determine a basis for improvement or as validation of achieving compliance with the 
appropriate standard, you cannot establish either if you are not monitoring to capture the variables that inform you 
of the state of things.  And to do that effectively you must first understand your real requirements – what you want 
to measure and why – and select the tool that does that job well, preferably without having to make any serious 
trade-offs.

It is certain no one debates the need for monitoring, but just about everything on this subject is debated, and 
sometimes hotly:  how to do it, what to look for, how to analyze or trend the data points, and on and on.  Just as 
certain is that these questions and the analytical fog they often arise in have produced a “Big Data” problem of 
massive proportions, and one that few have solved well:  if you don’t know what you need and how to interpret it 
clearly when you find it, be safe and save everything.  You will figure it out and when you come back to the data 
with the right tools and analytics, what you are seeking will be right there.  Bingo.  Sure it will.

Back in the real world of performance and compliance analysis, we have to be a wee bit more pragmatic than to 
hope for such miracles.  We need tools that do this necessary job in ways that produce the actionable intelligence 
we require to deal with real issues, but that don’t  bury us under mountains of data, eat all available bandwidth 
and CPU cycles, take forever to configure, and produce an unsustainable burden of lifecycle care and feeding.  
So...
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First Things First

Generally speaking we already have a good, general idea of what needs watching.  We normally also know what 
sort of values to capture and what kind of results we should be seeking.  We know our environment, we know 
what populates it, and we know from painful experience where we have some trouble.  Add to this our aware-
ness and knowledge of the compliance requirements that sit on top of these other “known knowns”, and we 
already have a solid beginning point.  We have thus put reasonable definition on the what and the why of our 
source data.  Our next “first thing” is to do the same with the how and the where.  Not all monitoring and analy-
sis systems are created equal so we must look at the available programs and features to find the best hammer 
for our particular type of nail. 

As with all management software, there is a spectrum which relates mostly to capability and price.  Some are 
feature-rich, while others are less so.  Some are open-source freeware, while others are neither and quite costly.  
Then there are those that will require a great deal of attention in all phases and weigh heavily on the systems 
and networks, while still others set up relatively easily and run tolerably lightly.  Still you must make a decision 
that you will likely have to live with for years and work with on a daily basis.

There is no getting around the fact that the more you want to do, the more features your choice will require, the 
more overhead there will necessarily be, and the more costly the choice will be.  So you seek balance among 
these competing qualities.  How, then, will you strike that balance and make smart choices to get the product 
that works best for you, integrates well in your environment, and delivers the actionable intelligence you need?

This is the point where you need to learn about the advantages of SentinelAgent.

The Decision Process

The IT environment that is common today is one that is complex and heterogeneous.  IT involves more outsourc-
ing, Cloud Computing, more client-server, more web.  In other words, more of everything except operational and 
managerial visibility.  Along with this are the equally important considerations of architectural compatibility, 
platform and component integration and performance overhead.  From the operators’ perspective, these things 
reflect a design and priority-setting process informed by a deep understanding held by the candidate tool’s cre-
ator of the target environment and the operator’s operational requirements. 

To achieve this, the product design team must have a strong experience base in that target environment, and 
be intimately familiar with the issues of its operational idiosyncrasies, as well as where to look for the health 
and status data it produces.  The SentinelAgent design team has just such experience.  Having profound depth 
in the diversity of the technological base, and lead by a Management team with equally profound depth in the 
service industry, the design team has produced a product that integrates smoothly and straightforwardly with 
the Windows SQL environment, one of the most widely used platforms running mission-critical applications 
throughout the world.

The Nuts and Bolts

When evaluating the products in this space, features of course matter greatly.  On that basis, SentinelAgent is 
comparable to the best current offerings.  Having decisions based solely on this, however, ignores many vital 
factors we have already explored.



One key differentiator is performance overhead.  As important as monitoring is, it cannot be allowed to slow 
down your business or drop your system’s required availability.  Similarly, any monitoring application should not 
be high on the list of large resource consumers being monitored by that very same application.  When compared 
to existing products like Spiceworks or GFI, the evidence frequently shows that SentinelAgent runs much more 
efficiently than either of these quality heavy-weights. 

Case Study #1:  Performance Monitoring in a Development Environment

While developers are not typically concerned with overall system performance, they are required to assess the 
impact of their applications on the network.  Applications’ core, disk and memory usage are all integral parts of 
the development process and with SentinelAgent’s sophisticated WMI (Windows Management Instrumentation) 
monitoring, system and network performance impacts can be determined at a glance and with long term data 
retention plans, historical performance trends can be analyzed to assess overall network impact and usability.

In this particular study, SentinelAgent was employed using its native WMI monitoring interface as it was able to 
supply real-time information so that developers could see immediately the effects of each version of the appli-
cation in work, and the reaction of the system loading factors caused by changes to the code.  Using SentinelA-
gent in this effort provided the actionable intelligence necessary to fine-tune the application to perform more 
efficiently while still delivering the products intended at the level of performance desired.

A crucial by-product derived in this study is the recognition of the strategic advantage gained by the insight 
using SentinelAgent provided.  In comparison to other vendors of competing products not gaining such valu-
able information about the performance of the work-in-progress, this particular company was enabled to work 
through issues prior to the version release and deliver a more robust product, free from such impediments, that 
would be ready for production use much more rapidly, and would thus provide a positive ROI much sooner.  This 
ROI is obviously increased by not having to apply corrective service packs in the early stages of bringing the 
product online, and lose productivity while doing so.

Case Study #2:  Trouble-shooting in a Production Environment

Having looked at the strategic advantages of building software using SentinelAgent to deeply analyze code 
construction and performance, another company chose to apply it to a production environment to solve similar 
problems.  In this case, consideration was given to the difficulty in correcting problems in complex code while 
working against the clock.

Troubleshooting is the IT equivalent of attempting to fix plumbing.  Leaks and broken pipes must be identified, 
isolated and repaired.  As with plumbing, many of these problems are found encased in “walls” of code; pro-
gram streams and file handling routines that produce “leaking” effects but may give little hint about where they 
lie.  What you need is an X-ray machine to look behind the wall to find the drip.  Enter SentinelAgent. 

With SentinelAgent, the trouble shooter can detect, isolate, diagnose and repair leaky or malfunctioning code.   
In this case, SentinelAgent provided the capability that helped network administrators and production program-
mers accomplish all three quickly and effectively.  The event logs could be precisely analyzed to determine 
which software or hardware components were experiencing the problem and confirm what the symptoms had 
indicated, and facilitated getting to the root of the impact on other programs or components.  Once the prob-
lem was solved, performance metrics were acquired and analyzed to determine the health of the hardware and 
software to verify that the source of the trouble was indeed solved.



Getting software built correctly and delivered to market is only the beginning of our lifecycle involvement with 
a given system component.  Making sure it continues to perform at optimum efficiency by detecting, analyz-
ing and solving every level of problem assures the significant investment it represents continues to deliver the 
needed value and validation for that investment.  Using SentinelAgent as the primary intelligence gathering and 
investigation tool ensures the continuous performance tuning delivers results and gives the added advantage of 
improving system through-put at a measureable reduction in downtime while increasing system availability at a 
reduced cost.  And this is only one aspect of keeping systems running smoothly. In addition to fixing things that 
break, there is the equally vital task of preventive maintenance.

Without doubt, IT infrastructure, hardware and software alike, has a finite lifespan.  With technology relentlessly 
advancing and the occasional component failure despite vast improvements in reliability, how long that lifespan 
might be is anyone’s guess.  A brand new machine might unexpectedly fail after 3 months or survive 5 years 
past its EOL date.  Only the machine knows for sure.  The machine knows?  Yes.  Hardware, and in an increas-
ing number of cases software as well, is designed to perform self-reporting of errors and other performance 
failures - the tricky part is catching these errors as they occur and determining reliability and stability trends.  

SentinelAgent’s real-time notifications, system dashboards and long term data retention plans are tailor-made to 
facilitate preventative maintenance programs and provide actionable intelligence to maximize the useful lifes-
pan of IT infrastructures.   With this added benefit, the systems analyst can detect and respond to impending 
trouble and possible failure in mission-critical systems before a potentially devastating and costly outage occurs.  
Actionable intelligence of this caliber directly and significantly aids in better capacity planning processes by 
enabling the analyst to gauge the overall stability of the production system and its parts, and plan pre-emptively 
for outages by gaining the insight of where the disaster may strike and when and respond effectively before it 
does.

Case Study #3:  Compliance Management

Compliance monitoring is an element of system and user management that has gained a great deal of impor-
tance in recent years, driven by the advent of changes in the regulatory environment governing the Financial 
and Healthcare sectors following the issuances of Graham-Leach, Sarbanes Oxley, and HIPAA.  Complex as 
these requirements are, that complexity is further added to by the growing interest in “Cloud Computing” and 
its various “something-as-a-service” models.  Keeping track was difficult before, but these add an entirely new 
dimension to the determination and verification of the necessary compliant states they impose.  Once again, 
SentinelAgent has capabilities that make the state assessment and any corrective actions clearer and more 
straightforward with its ability to deliver meaningful insight and actionable intelligence.

One area that always requires the monitoring and investigation of is changes to system inventories and license 
management.  These are special concerns when it comes to keeping track of costs, resources, and utilization in 
a Cloud Computing environment.  Realizing this, one company determined to fully commit to in-house control of 
their use and consumption of their outsourced data systems.

Clearly, hardware and software inventory changes have significant impacts on both individual machine and net-
work performance and stability.  The company decided that tracking inventory changes and managing licenses 
was crucial to performance and cost management.  They knew that though this may sound like a simple task, 
in reality the larger the network, the harder this becomes.  When that resource is held and operated by someone 
else on your behalf, the task becomes more complex and thus more difficult.  



Their network administrators faced a constant struggle to ensure that the latest and the most secure versions of 
required software was installed on every machine, real or virtual.  They knew that without an RMM that captures 
inventory such as SentinelAgent, this task would require the physical presence of a network administrator for 
each machine.   The dawn of the Cloud only further clouded this picture.  Using SentinelAgent’s dashboard 
features and capabilities to integrate with, extract from, and present data and performance metrics from 
Microsoft SQLAzure, their cloud environment became much more transparent and informative.  They were thus 
able to capture hardware and software inventory and performance data from either real or virtual platforms 
instantly from any assigned machine, giving them the necessary insight to effectively manage both. 

The results provided the actionable intelligence to make any required near-real-time adjustments in the 
platforms in order to save time and money:

•	 Adjusting network bandwidth allocated to match actual utilization requirements
•	 Evaluating and reassigning disk space to systems adversely impacted by under-allocation from systems 

running with an underutilized overabundance
•	 Analyzing CPU sizes and quantities and making the requisite changes to give the right type and amount 

to that needed for database-intense systems that were better suited to multithreaded transaction-
oriented systems

Similarly, this same company had to identify and quantify the specific parameters that demonstrated user 
adherence to security policy implementations for the express purpose of acquiring validation of their compliance 
with them.  SentinelAgent enabled the administrators and analysts to extract the information, characterize it, 
and validate their results against the policies’ requirements.  This made possible precise adjustments in either 
policy or behavior to ensure that compliance was maintained or restored.

Clear Conclusions

In each of these case studies, the use of SentinelAgent made what were difficult and time-consuming tasks 
far more precise and productive.  The fact that SentinelAgent is far less consumptive of system and network 
resources than competing products meant that these tasks were also performed faster and easier, and without 
diminishing the performance of either the development or production systems being examined.

The conclusion is that when you combine greater efficiency, greater delivered value, and reduced cost of opera-
tion with actionable intelligence that delivers the results you need, the clear choice for providing the best in 
illumination is SentinelAgent.
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